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Abstract:

The Fourth Industrial Revolution (Industry 4.0) has introduced advanced manufacturing technologies
that enhance flexibility, customisation and operational efficiency in production processes. Drawing on
72 peer-reviewed articles retrieved from the Scopus database and published between 2015 and 2024,
the study focuses on open-access journal papers written in English. The review identifies major trends
and persistent challenges in the adoption of these technologies, highlighting their contribution to
improved production planning, the development of smart factories and the promotion of more
sustainable manufacturing practices. The findings indicate that Industry 4.0 can significantly enhance
manufacturing performance, support higher levels of customisation and improve resource efficiency.
However, many organisations remain in the early stages of digital transformation. The study highlights
the importance of automation and real-time data exchange in enabling intelligent manufacturing
systems, while also noting barriers such as high implementation costs, data security concerns and the
need for a skilled workforce. Overall, the review deepens understanding of the transformative effects of
Industry 4.0 on manufacturing, outlining both its potential and its limitations. It concludes by
recommending that future research address the skills gap, develop robust cybersecurity frameworks
and explore the economic implications of Industry 4.0 technologies, particularly for small and medium-

sized enterprises.
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Background and Introduction

The Fourth Industrial Revolution, commonly known as Industry 4.0, is characterised by the integration
of intelligent and interconnected production machines which offer advanced functionalities such as
modularity, predictive maintenance, mass customisation, and enhanced flexibility (ElZant et al., 2021).
Industry 4.0 technologies aim to improve manufacturing processes, enabling the production of
increasingly personalised products with shorter lead times and higher quality (ElZant et al., 2021). The
adoption of these technologies allows firms to enhance their production planning, adapt to new
technological advancements, and gain a competitive edge (Kuik & Diong, 2019). Industry 4.0 is rooted
in advanced manufacturing, also known as Smart Manufacturing, which is an adaptable system in which
flexible lines automatically adjust production processes for multiple types of products and changing
conditions (Wang et al., 2016a; Schuh et al., 2017). This allows for increased productivity, flexibility, and
quality, and can aid in achieving customised products on a large scale while doing so sustainably with
better resource consumption (Dalenogare et al., 2018; de Sousa Jabbour et al., 2018). The
contemporary business environment, characterised by extensive global competition and mass
customisation, has compelled traditional industries to shift towards Industry 4.0 and embrace new
business models (Aiello et al., 2020; Oztemel and Gursev, 2020). Industry 4.0 technologies have
become a new revolution in manufacturing, intending to attain maximum efficiency and output using
minimal resources (Stock and Seliger, 2016). The fundamental enabling technologies of Industry 4.0
include cloud computing, big data analytics, artificial intelligence, machine learning, the Internet of
Things (IoT), flexible manufacturing systems, additive manufacturing, blockchain technology,
augmented and virtual reality, reconfigurability, and cyber-physical systems (Borregan-Alvarado et al.,
2020; Giallanza et al., 2021). The elements such as electrification, mechanisation, and information
technology have largely driven the past three industrial revolutions (Industry 1.0, Industry 2.0, Industry
3.0) in manufacturing, improving the utilisation of resources and productivity (Zhong et al., 2021). The
firm’s ability to make alterations in production planning and adapt to technology can give it leverage over
competitors (Kuik and Diong, 2019). Within the backdrop of Industry 4.0, focusing on the establishment
of high-tech communication between not only humans but also machines to reach the goal of smart
factory practices is a key characteristic of smart manufacturing (Koiwanit, 2018). The primary objective
of this research paper is to explore the impact of Industry 4.0 technologies on manufacturing operations.
By synthesizing findings from existing research, this study seeks to provide a comprehensive
understanding of how Industry 4.0 is transforming manufacturing operations and shaping the industry's

future.
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Methodology

This study employed a systematic literature analysis to comprehensively examine the current research.
Scopus database was used as the principal resource for the literature evaluation because to its
extensive coverage of peer-reviewed publications. The keywords used to search for the research
publications were: "Industry 4.0" AND "manufacturing operations". The preliminary search produced 231
documents. As shown in figure 1, the researcher employed various filtering criteria to ascertain the
relevance and quality of the selected literature, as detailed in this section. The documents were initially
screened by subject area, resulting in a total of 216 pertinent documents. Further filtering employed
targeted keywords including smart manufacturing, digitalisation, digital transformation, and Industry 4.0
to guarantee the materials' relevance to the research subject, yielding 198 documents. Only documents
in the English language were considered, reducing the total to 76. While attempting to download the 76
specified documents, 3 were unavailable. Consequently, 73 documents were downloaded successfully.
Further filtering was implemented to enhance the selection. This stage guaranteed the incorporation of
solely peer-reviewed journal papers, lowering the overall count of documents to 72. The final dataset
consisted of 72 peer-reviewed publications. The articles used were retrieved from the Scopus database,
focusing on peer-reviewed, open-access articles published in English between 2015 and 2024. These
articles became the foundation of the systematic literature review. The 72 selected publications were
rigorously analysed to identify major themes, trends, and deficiencies in the literature pertaining to
Industry 4.0 and manufacturing operations. The insights derived from this analysis informed the study's

results and conclusions.

Wohllebe & Ross Publishing, Germany — The Open Access Publisher.

More information and current publishing opportunities at wr-publishing.org


https://doi.org/10.51137/wrp.ijarbm.486
https://www.wr-publishing.org/

International Journal of Applied Research in Business and Management (ISSN: 2700-8983)
an Open Access journal by Wohllebe & Ross Publishing, Germany.

Volume: 07 Issue: 01 Year: 2026

https://doi.org/10.51137/wrp.ijarbm.486

[Records identified from Scopus (n = 231)]

!

Records screened (n = 231)
Records excluded after filters (n = 155)

Full-text articles assessed (n = 76)
Full-text articles excluded (n = 4)
* Unavailable (n = 3)

* Not relevant (n = 1)

[Studies included in review (n = 72)]

Figure 1: PRISMA 2020 flow diagram illustrating the article screening and selection process for studies
included in the systematic review (Adapted from: Page et al., 2021)

Findings
Industry 4.0

The findings reported by Chacén et al. (2021) emphasise the importance of distributed systems in smart
manufacturing operations in the Industry 4.0 framework. By ensuring that global information is readily
accessible, these systems enhance decision-making efficiency and improve operational integration.
Castelli et al. (2020) similarly highlight the growing need for automation in shoe manufacturing, a sector
that has traditionally relied heavily on human labour, particularly in small and medium-sized enterprises.
Their study indicates that automation is critical in responding to the pressures of globalisation and
enabling firms to adjust swiftly to changing customer requirements. In this context, Industrial 4.0
paradigms and digitalisation offer significant opportunities to enhance production quality and efficiency
while remaining competitive in global markets (Castelli et al., 2020). Abdullah et al. (2023) employed the
fuzzy DEMATEL method to examine the interrelationships among factors influencing manufacturing

strategy objectives in the context of Industry 4.0 technologies. Their findings reveal that cost is the most
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influential factor, suggesting that the adoption of Industry 4.0 technologies can substantially reduce
manufacturing costs. Prior research further indicates that these technologies enhance a firm’s capacity
to adapt to changing production requirements, improve manufacturing performance, and support
product customisation. Flexibility, in particular, is identified as a critical enabler of rapid responses to
evolving customer demands and market dynamics (Abdullah et al., 2023). Despite these benefits,
studies also show that many firms, including leading international manufacturers, remain at an early
stage of the smart factory journey. This stage typically involves the initial connection of shop-floor
machinery to information technology systems such as manufacturing execution systems or

manufacturing operations management platforms (MES/MOM) (Mantravadi et al., 2023).

As a key component of Industry 4.0, automation technologies have been shown to reduce human
exposure to hazardous chemicals, thereby improving process safety and safeguarding employee health
(Moktadir et al., 2018). Empirical evidence further suggests that integrating the Industrial Internet of
Things (lloT) with Advanced Planning and Scheduling (APS) systems in traditional zero-defect
manufacturing frameworks significantly enhances defect detection and mitigation capabilities (Trebuna
et al., 2022). This integration also facilitates a shift towards more responsive and dynamic manufacturing
systems that are aligned with Industry 4.0 principles. Several studies highlight the application of model-
driven engineering in the design of complex systems in Industry 4.0, particularly through the use of
advanced telecommunications infrastructures to enhance system reliability and interoperability (Varga
et al., 2022). Parto et al. (2022) propose a cyber-physical systems architecture that integrates cloud
computing with fog and edge computing to improve manufacturing operations. This layered integration
supports real-time data processing and informed decision-making, both of which are critical for effective
Industry 4.0 implementation. Similarly, Elsayed et al. (2022) demonstrate that advances in machine
learning, including deep reinforcement learning, can be effectively applied to address complex
scheduling challenges in smart manufacturing environments, thereby reinforcing the broader digital

transformation objectives associated with Industry 4.0.

The research by Khakifirooz et al. (2019) presents a comprehensive perspective on how data science
and operations can drive significant improvements in the semiconductor manufacturing industry,
particularly in the contexts of smart manufacturing and Industry 4.0. Gupta et al. (2022) demonstrate a
positive relationship between sustainable operations and the adoption of Industry 4.0 technologies. In
addition, the authors argue that Industry 4.0 practices assist in integrating sustainable manufacturing
processes, which are crucial for improving resource efficiency and reducing environmental impact.
Moreover, the authors found that Industry 4.0 technologies fundamentally support the achievement of
operational excellence through enhanced process efficiency, real-time data analysis, and automation,
which collectively improve operational agility and decision-making. Studies have highlighted several

challenges faced by Indian SMEs in adopting Industry 4.0 technologies, including a lack of skilled labour,
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technological complexity, and high initial investment costs (Gupta et al., 2022). The authors argue that
these challenges can be overcome once SMEs fully recognise the benefits associated with Industry 4.0
adoption. A study by Bousdekis et al. (2021) identified critical synergies between enterprise integration,
Industry 4.0 technologies, and big data processing. These synergies are essential for achieving the high
levels of automation and data utilisation envisioned by Industry 4.0, as well as for the successful

deployment of smart manufacturing solutions (Bousdekis et al., 2021).

The findings also indicate that Industry 4.0 technologies have significantly contributed to the
development of various supply chain functions, including manufacturing and service design and
development, thereby enabling firms to respond more rapidly to changing market demands during the
pandemic (Narula et al., 2022). Similarly, the study by Benbarrad et al. (2021) highlights the model’s
alignment with Industry 4.0 principles, particularly the use of cloud computing for enhanced connectivity
and the integration of loT and data sharing across the production line. This integration supports more
interconnected and dynamic manufacturing operations. Researchers such as Li et al. (2023) introduced
the concept of “Operation Twins,” which comprises horizontal and vertical twinning processes. This
concept is designed to synchronise production and intralogistics operations through information-sharing
capabilities enabled by Industry 4.0 technologies and real-time data collection (Li et al., 2023). The
findings further suggest the potential of advanced digital technologies to enhance the integration and
efficiency of manufacturing operations, ensuring alignment with Industry 4.0 objectives aimed at creating
more interconnected and responsive manufacturing systems. Agarwal and Ojha (2024) suggest that
technologies such as additive manufacturing, artificial intelligence, big data analytics, cloud computing,
and process digitalisation account for approximately 80% of sustainability efforts in manufacturing. The
authors also propose a novel metric, the technology-driven sustainability index, to track and measure
the progress of Industry 4.0’s impact on sustainability throughout a firm’s digital transformation journey.
The TDSI index is presented as a valuable tool for evaluating and improving the sustainability

performance of manufacturing operations (Agarwal & Ojha, 2024).

The research further elaborates on the complex relationships between the Sustainable Development
Goals and individual Industry 4.0 technologies. For example, 10T technologies are applied in areas such
as e-waste management, low-carbon product innovation, and the advancement of SDGs related to
responsible consumption and sustainable cities (Agarwal & Ojha, 2024). The study by Mantravadi et al.
(2020) identifies specific security challenges arising from the integration of low-power lloT devices within
Industry 4.0 manufacturing environments. These challenges include ensuring data integrity,
confidentiality, and authenticity across increasingly interconnected IT and OT systems, which often
possess differing security capabilities. Erasmus et al. (2020) emphasise the importance of business
process management in enhancing the integration and flexibility of smart manufacturing systems,

aligning with Industry 4.0 objectives aimed at developing more adaptive and responsive manufacturing
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operations. Gorski et al. (2022) suggest that the implementation of smart workflows in computerised
maintenance management systems and enterprise asset management systems streamlines and
accelerates maintenance processes. By reducing human involvement in routine and repetitive tasks,
these systems allow greater focus on strategic activities and decision-making, while also supporting

Industry 4.0 objectives related to enhanced data integration and automation.
Digital Twins

The findings of the research by Khdoudi et al. (2024) demonstrate how deep reinforcement learning
(DRL) algorithms can enhance the efficiency of manufacturing processes. The study indicates that, in
order to lower operating costs, manufacturers can streamline their operations by integrating digital twins
and supervised learning algorithms into a specific-purpose digital twin, which can increase revenue and
competitiveness (Khdoudi et al., 2024). A study by Anandavel et al. (2021) highlights that the utilisation
of machine learning and advanced data analytics in the digital twin framework facilitates data-driven
decision-making processes. The research found that digital twins provide a more cost-effective solution
for predictive maintenance by forecasting potential failures and continuously monitoring battery
conditions (Anandavel et al., 2021). This approach reduces maintenance and downtime costs while
improving overall operational reliability (Anandavel et al., 2021). Studies have also shown that the
adoption of blockchain technology in the digital twin framework ensures efficient data sharing, secure
data access, and data authenticity, thereby improving the overall reliability and security of digital twin
systems (Anandavel et al., 2021). The study by Coronado et al. (2018) explains the development of a
shop-floor digital twin that integrates data from both human operators and manufacturing equipment,
enabling a more accurate and detailed digital representation of the manufacturing process. The research
further examines challenges and barriers associated with implementing such integrated systems,
particularly the complexity involved in combining diverse data sources and ensuring data timeliness and
accuracy (Coronado et al., 2018). Addressing these challenges is essential to ensure the successful

deployment of digital twins in manufacturing environments (Coronado et al., 2018).

Figure 2 illustrates the relative emphasis placed on key Industry 4.0 technologies in the reviewed
literature, highlighting those most frequently associated with manufacturing operations and digital

transformation outcomes.
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Figure: Key Industry 4.0 technologies emphasised in Findings
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Figure 2: Key industries 4.0 technologies emphasized in findings

Smart Manufacturing

Smart manufacturing represents a transformative shift in the manufacturing landscape, driven by the
integration of advanced technologies under the framework of Industry 4.0. This paradigm emphasises
the connectivity and interoperability of machines, systems, and humans, facilitating real-time data
exchange and decision-making throughout the manufacturing process. The concept of smart factories
is rooted in the utilisation of cyber-physical systems, the Internet of Things (loT), and big data analytics,
which collectively enhance operational efficiency, reduce waste, and improve product quality (Hsu,
2023). The transition to smart manufacturing is not merely a technological upgrade; it necessitates a
comprehensive re-evaluation of existing processes and organisational structures. As highlighted in the
literature, critical success factors for implementing smart factories include robust knowledge
management and the ability to adapt to rapidly changing market conditions (Rashid et al., 2017). This
adaptability is crucial as manufacturers face increasing pressure to customise products and respond
swiftly to consumer demands. The integration of artificial intelligence (Al) and machine learning into
manufacturing processes further supports this adaptability by enabling predictive maintenance and
optimised production scheduling (Malik & Kim, 2020). Moreover, the role of data in smart manufacturing
cannot be overstated. Industrial big data serves as the backbone of smart factory initiatives, providing

insights that drive operational improvements and strategic decision-making (Xing et al., 2022). The
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ability to analyse vast volumes of data in real time allows manufacturers to identify inefficiencies, forecast
demand, and enhance supply chain management. As noted in previous studies, the incorporation of Al
and optimisation techniques into smart manufacturing processes significantly contributes to energy
efficiency and resource conservation, thereby aligning with broader sustainability goals (Lazaroiu et al.,
2022). Despite these potential benefits, the adoption of smart manufacturing technologies is not without
challenges. Issues such as data security, interoperability among diverse systems, and the shortage of
skilled personnel pose significant barriers to implementation (Xing et al., 2022). Moktadir et al. (2018)
identify critical challenges, including difficulties in redesigning production patterns and concerns related
to data insecurity, which hinder the effective integration of smart manufacturing practices. The findings
of Baroroh et al. (2021) indicate that augmented reality (AR) technology is expected to play a pivotal
role in the evolution of smart manufacturing by improving interaction between complex manufacturing
systems and human operators. This, in turn, reduces errors and fosters a more intuitive and productive
manufacturing environment. Baroroh et al. (2021) propose a categorisation framework for AR
applications in smart manufacturing, focusing on manufacturing operations, functional approaches,

interaction devices, and intelligence sources.
loT and Big Data

The implementation of lloT-connected manufacturing execution systems and manufacturing operations
management systems (MES/MOM) improves traceability in supply chains, enabling real-time tracking
and enhanced data transparency across the entire production process (Mantravadi et al., 2023).
Researchers such as Qi et al. (2023) discuss predictive maintenance, enabled by big data analytics, as
a crucial component of lloT adoption. This approach supports the prediction of equipment failures and
the scheduling of maintenance activities to avoid downtime, thereby increasing operational efficiency.
The implementation of lloT systems also enables greater flexibility and customisation in manufacturing
processes (Qi et al., 2023). This flexibility is driven by 1loT’s ability to process and analyse large volumes
of data, allowing manufacturers to respond rapidly to changing market conditions and customer
demands. The use of loT-generated data further enables firms to adopt maintenance practices that are
less resource-intensive and more efficient (Turner et al., 2022). Accurate prediction of maintenance
needs and potential failures allows organisations to minimise excessive resource use, reduce downtime,
and ultimately enhance both operational efficiency and sustainability (Turner et al., 2022). The study by
Mantravadi et al. (2022) demonstrates how lloT technologies significantly improve the responsiveness
of manufacturing systems to market disruptions, such as those experienced during the COVID-19
pandemic. In addition, smart factories facilitate more flexible and agile manufacturing processes,
enabling firms to adapt more effectively to rapidly changing market conditions (Mantravadi et al., 2022).
Khakifirooz et al. (2019) identify several challenges related to lloT and big data adoption, including the

complexity of data fusion and the need for advanced analytical tools to process and interpret large
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datasets. The authors propose solutions such as the development of sophisticated data analytics
frameworks and the implementation of cyber-physical systems to enable effective integration of digital
and physical processes. Further findings highlight the transformative potential of machine learning and
loT technologies in manufacturing, while emphasising the importance of transparency and
interpretability to enhance acceptance and effective use in industrial contexts (Presciuttini et al., 2024).
In addition, Gunasekaran et al. (2023) find that integrating neuro-fuzzy systems into lloT
communications provides a robust framework for managing complex decision-making scenarios in

manufacturing environments.
Challenges and Solutions

The study by Sharma et al. (2023) found that the most significant barriers hindering the adoption of
digital technologies include market competition, high implementation costs, and resistance to change.
Notwithstanding the benefits of digital technologies, their rapid deployment indicates that several
challenges persist, including the need for substantial reskilling and upskilling of workers, the
management of data security, investment in technology under tight financial conditions, and concerns
related to data security and privacy (Narula et al., 2022). While the benefits of HDM are evident, the
study by Stark et al. (2023) also highlights several challenges, including the difficulty of integrating new
digital technologies with existing systems, the importance of a skilled workforce to manage advanced
systems, and the high initial investment costs associated with technological upgrades. Furthermore,
although highlighting the fundamental advantages of new digital technologies, the study by Benbarrad
et al. (2021) discusses challenges such as the complexity of implementing advanced systems and the
need for substantial computational resources. The authors recommend strengthening data security
measures and improving the computational efficiency of algorithms to address these challenges.
Jamwal et al. (2022) identify additional challenges, including data complexity and the need for
sophisticated algorithms capable of efficiently processing and learning from large datasets. Conversely,
the opportunities include the potential to significantly enhance operational efficiency and support
sustainability goals in the manufacturing industry (Jamwal et al., 2021). Although the findings of
Gunasekaran et al. (2023) demonstrate notable improvements in operational and communication
efficiency, they also highlight challenges related to the complexity of implementing such systems and
the need for further research to enhance reliability and scalability under varying operational conditions.
In addition, challenges such as the requirement for organisational cultural shifts, staff training to manage
new forms of interaction, and the integration of advanced technologies are also emphasised (Krawczyk-
Dembicka et al., 2022). The study recommends a gradual and strategic implementation of co-design
practices, supported by sustained investment in employee development and technological capabilities
(Krawczyk-Dembicka et al., 2022).
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Figure 3 presents the dominant operational efficiency outcomes reported in the literature, showing how
Industry 4.0 technologies contribute to performance improvements such as productivity, quality
enhancement, and sustainability.

Figure: Operational efficiency outcomes emphasised in Findings

Sustainability / environment 37
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Flexibility / customization 19
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Cost reduction 13
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Figure 3: Operational efficiency outcomes emphasized in findings

Sustainability and Environment

The digitalisation of quality control processes plays an instrumental role in substantially reducing
physical waste, particularly through decreased paper usage for record-keeping and the reduction of
defective products. This aligns with sustainability goals by lowering environmental impact (Garcia-Garcia
et al., 2021). The research by Varga et al. (2022) discusses the utilisation of speech recognition
technologies in industrial environments, which can enhance human-machine interaction despite the
challenging conditions of noisy production floors. Machine learning techniques are increasingly being
integrated into various aspects of sustainable manufacturing, including production planning, resource
optimisation, and predictive maintenance. These applications contribute significantly to sustainability
objectives by reducing resource consumption and improving efficiency (Jamwal et al., 2022). Such
investments support environmental goals while simultaneously enhancing competitiveness through
improved manufacturing efficiency (Jamwal et al., 2021). The study by Paraschos et al. (2024)
developed a framework that integrates green manufacturing practices, reinforcement learning, and lean
principles. The purpose of this integration is to improve manufacturing processes by reducing the

environmental footprint of production activities and minimising material waste (Paraschos et al., 2024).
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Machine Learning and Analytics

The machine vision model proposed by Benbarrad et al. (2021) integrates machine learning techniques
to enhance the detection of defective products, thereby improving the overall efficiency of quality control
in manufacturing operations. This contributes to the production of high-quality products while reducing
waste resulting from defects (Benbarrad et al., 2021). The study by Mujtaba et al. (2023) addressed the
challenge of real-time monitoring by applying machine learning to predict in situ thermal profiles during
the automated fibre placement manufacturing process. This capability is essential for identifying
potential defects early and making necessary adjustments to process parameters to ensure optimal
product quality (Mujtaba et al., 2023). These findings highlight the transformative role of machine
learning in manufacturing, suggesting that future manufacturing systems will become increasingly
intelligent, data-driven, and adaptive to technological advancements and evolving market demands
(Chen et al., 2023).

Augmented Reality and Interaction

Research findings indicate that data management initiatives using manufacturing operations
management (MOM) and manufacturing execution systems (MES) can lead to improvements in product
variety, reductions in lead times and inventory levels, and enhanced manufacturing flexibility, quality,
and performance (Mantravadi et al., 2023). In addition, the integration of MES/MOM systems enables
real-time information sharing and retrieval, improves decision-making efficiency, and enhances
communication across manufacturing processes (Mantravadi et al., 2023). The study by Arm et al.
(2021) argues that virtualisation is critical for decentralised industrial manufacturing management, as it
provides robustness and flexibility while reducing bottlenecks, queues, and other production
inefficiencies. Furthermore, decentralised control enabled by asset administration shells (AASs) offers
key advantages, including improved resilience to failures, enhanced overall efficiency, and increased
responsiveness to production demands (Arm et al., 2021). The use of AASs also facilitates the
development of versatile and adaptive manufacturing systems capable of meeting the requirements of
modern smart factories (Arm et al., 2021). Research has emphasised the importance of a human-centric
approach in the context of Industry 5.0, which seeks to balance technological advancement with the
skills, values, and competencies of human workers (Eriksson et al., 2024). This approach ensures that
technological implementation does not overshadow the role of human expertise and that automated
processes and human labour coexist harmoniously (Eriksson et al., 2024). Study findings further
suggest that, in addition to reducing paper waste, the transition from paper-based checks to technology-
based quality control led to financial savings associated with material costs and storage (Garcia-Garcia
et al,, 2021).
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The research by Stark et al. (2023) demonstrates that human-digital manufacturing can contribute to
lower production costs, reduced inventory requirements, and shorter lead times. These improvements
are largely attributed to the ability to respond rapidly to manufacturing demands and to utilise resources
more efficiently (Stark et al., 2023). The operational twin framework was found to enhance the
synchronisation of production and intralogistics operations, thereby addressing inefficiencies associated
with traditionally segregated planning systems (Li et al., 2023). This integration helps prevent issues
such as overload, excessive worker waiting, idling time, and workstation starvation, ultimately optimising
overall manufacturing performance (Li et al., 2023). Researchers such as Coronado et al. (2018)
proposed systems incorporating Android devices and cloud computing tools to improve data
accessibility and processing. This approach enables real-time monitoring and control of manufacturing
processes and is particularly suitable for small manufacturing firms due to its ease of implementation
and relatively low cost (Coronado et al., 2018). The research further highlights the importance of
integrating traditional manufacturing processes with information and communication technologies to
enhance operational flexibility, efficiency, and responsiveness to market changes (Li et al., 2018). The
study by Gunasekaran et al. (2023) highlights significant improvements in network efficiency, including
reduced communication delays and lower packet loss rates. These improvements are driven by the
intelligent decision-making capabilities of neuro-fuzzy systems, which optimise routing and resource
allocation across networks (Gunasekaran et al., 2023). Moreover, the application of co-design
approaches in manufacturing supports innovations that are closely aligned with customer preferences
and market needs, potentially reducing costs and time associated with market mismatches and product
redesign (Krawczyk-Dembicka et al., 2022). Co-design also promotes sustainable manufacturing
practices by supporting the development of products that meet user needs while minimising waste
(Krawczyk-Dembicka et al., 2022). The findings indicate varying levels of readiness in adopting Factory
of the Future technologies, with many firms still in the early stages of defining their digital transformation
strategies (Pessot et al., 2021). Key barriers include limited top management support and the absence
of a clear digital strategy (Pessot et al., 2021). Digital transformation in the Factory of the Future context
also influences customer relationships and supply chain integration, highlighting the need for stronger
strategic partnerships to enhance responsiveness, customer interaction, and integrated service

provision (Pessot et al., 2021).
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Figure 4: Thematic mapping of the findings

Figure 4 presents a thematic mapping of the findings, illustrating the relationship between key Industry
4.0 technology themes and the operational benefits and implementation challenges identified across the

reviewed studies
Discussion

The adoption of Industry 4.0 technologies continues to face significant challenges, particularly in relation
to infrastructure and organisational readiness. One of the most prominent barriers is the high cost
associated with upgrading existing systems and machinery to ensure compatibility with advanced digital
technologies. This challenge is especially acute for small and medium-sized enterprises, which often
lack the financial capacity to support large-scale technological investments. In addition, the shortage of
skilled personnel capable of managing, maintaining, and optimising advanced industrial systems
remains a persistent constraint on digital transformation efforts. Despite these limitations, the benefits
of integrating Industry 4.0 technologies into manufacturing operations are well established. Digital
integration has the potential to significantly enhance operational efficiency by reducing material waste,
lowering environmental impact, and enabling more effective use of resources. Lean and green
manufacturing approaches, particularly when supported by reinforcement learning techniques, have
been shown to improve system sustainability through optimised scheduling and operational decision-
making. These approaches contribute to reduced waste, increased reuse and recycling of materials,
and alignment with broader sustainability objectives. The transition towards Industry 4.0 also places new
demands on the workforce, requiring competencies in data analytics, machine learning, and
cybersecurity. However, the current skills gap limits the speed and depth at which firms can implement
digital technologies. Alongside skills development, the reliability and resilience of emerging technologies

are critical, as manufacturing environments often require uninterrupted operation. The complexity and
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novelty of digital systems present challenges in ensuring consistent performance, highlighting the
importance of robust data security frameworks and improved algorithmic efficiency. Furthermore, the
integration of large and diverse data sources necessitates advanced analytical tools capable of
supporting effective data fusion and real-time decision-making. Beyond technical considerations,
organisational culture plays a decisive role in the successful adoption of Industry 4.0 technologies.
Cultural change is required to support experimentation, reduce resistance to innovation, and encourage
the adoption of new ways of working. Training and capacity-building initiatives are therefore essential to
enable employees to manage evolving human-technology interactions and embed digital tools into
routine operations. Research consistently demonstrates the transformative impact of big data analytics
and the lioT on manufacturing performance. Predictive maintenance enabled by data analytics allows
firms to anticipate equipment failures, reduce unplanned downtime, and optimise resource allocation,
thereby improving productivity and cost efficiency. Machine learning further enhances quality control by
enabling real-time monitoring and early detection of defects, reducing waste and supporting the delivery
of high-quality products. These capabilities contribute to improved customer satisfaction and
strengthened competitive positioning. Effective leadership and a clearly articulated digital strategy are
fundamental to successful Industry 4.0 implementation. The absence of strategic direction and senior
management commitment has been identified as a major barrier to digital transformation. This study
reinforces the view that cost considerations remain central to manufacturing operations, but also
demonstrates that Industry 4.0 technologies can significantly reduce costs through automation,
efficiency gains, and increased flexibility. The positive relationship between sustainable operations and
Industry 4.0 adoption suggests that digital transformation is not only a driver of competitiveness, but

also a key enabler of sustainable manufacturing practices.
Conclusion

The adoption of Industry 4.0 technologies continues to face several notable challenges, particularly
those related to infrastructure. High costs associated with upgrading existing machinery and systems,
limited availability of skilled personnel, and persistent cybersecurity concerns present significant barriers
to implementation. Despite these challenges, the benefits of digital technologies in the manufacturing
environment remain substantial. Industry 4.0 tools enhance production processes by lowering the
environmental impact of operations, reducing material waste, and improving overall operational
efficiency. The findings of this study also highlight the importance of strong leadership and a clearly
defined digital strategy in facilitating successful digital transformation. Organisations that successfully
adopt these technologies experience benefits such as cost savings, improved flexibility, enhanced

manufacturing performance, and greater opportunities for product customisation.
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Recommendations

Based on the evidence reviewed, several recommendations are proposed to guide practitioners,
policymakers, and future researchers. First, manufacturing firms particularly small and medium-sized
enterprises should prioritise strategic investment in foundational digital infrastructure. Many
organisations remain at the early stages of the smart factory journey, and the high initial cost of
upgrading machinery and integrating digital systems continues to impede progress. Gradual, phased
adoption supported by clear investment roadmaps may help firms better manage financial constraints
while still moving toward digital transformation. Such an approach can also assist in realising early

efficiency gains that justify further technological investment.

Second, the study highlights the need for deliberate and continuous workforce development. The
persistent skills gap in areas such as data analytics, advanced automation, machine learning, and
cybersecurity remains one of the most significant barriers to Industry 4.0 implementation. Organisations
should invest in targeted training programmes, industry-university partnerships, and in-house capacity-
building initiatives to ensure employees are equipped to work effectively with emerging technologies.
Strengthening human capital will not only improve adoption rates but also support smoother transitions

in work processes and organisational culture.

Third, firms should strengthen their cybersecurity frameworks. The increasing reliance on
interconnected systems, lloT devices, and cloud-based architectures exposes manufacturers to
heightened security risks. Robust data-protection mechanisms, continuous monitoring systems, and
clear cybersecurity protocols are essential to safeguard data integrity and ensure operational continuity.
Policymakers may also play a supportive role by developing sector-specific cybersecurity standards

tailored to manufacturing environments.

Fourth, organisational leadership must take a more active role in steering digital transformation efforts.
The review found that the absence of a coherent digital strategy and insufficient leadership commitment
continues to slow adoption. Leaders should clearly articulate digital transformation goals, allocate
sufficient resources, and foster a culture that encourages experimentation and openness to
technological change. Strong leadership can reduce internal resistance and help align technological

initiatives with overall organisational strategies.
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