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Abstract:

Safety of patients is a foundation of high-quality healthcare, but avoidable medical errors are a major
cause of injury in low- and middle-income countries. Strong incident management systems for the
identification, reporting, and analysis of adverse events, near-misses, and unsafe conditions are
needed. Nonetheless, these are too often weakened by obstacles like fear of disciplinary action,
underreporting, lack of resources, and disjointed infrastructure. This review discusses the development
of incident management in healthcare, with a focus on strategic models like Root Cause Analysis (RCA),
Failure Mode and Effects Analysis (FMEA), and the Swiss Cheese Model. It calls for systems thinking
and the creation of a just culture that fosters openness, accountability, and organizational learning. The
use of sophisticated tools like digital reporting systems and Bayesian Belief Networks creates new
promise for predictive risk assessment and evidence-based decision-making. Through an
interdisciplinary approach and informed by international case studies, the review highlights the primary
enablers of effective incident management: leadership commitment, workforce training, and
technological adaptation. It calls for a move from post-incident response to a proactive, resilience-driven
approach that integrates safety into the culture of healthcare provision. Strategic findings offered seek
to inform policy and direct healthcare organizations towards the establishment of enduring, learning-

focused safety cultures.
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Introduction

Healthcare incidents refer to any unexpected events interrupting regular operations, threatening patient
safety, or creating public health hazards. These include medical mistakes and system breakdowns,
infectious outbreaks, and emergencies (Clark-Ginsberg et al., 2023). The COVID-19 pandemic
highlighted the urgent requirement for properly organized incident management systems capable of

bringing together complex multi-agency responses.

Patient safety has emerged as a worldwide health concern, with the World Health Organization noting
that the world's hospitals in low- and middle-income countries have 134 million adverse events annually
and about 2.6 million deaths (SCQA.cat. Patient Safety Report, 2024). Medical errors/incidents currently
rank among the major causes of global death, placing a strong emphasis on the importance of efficient

and effective incident management systems.

Healthcare incident management is a systematic and organized method aimed at detecting, reporting,
analyzing, and acting on adverse events, near misses, and system failures. The aim is to improve
organizational resilience by converting mistakes into learning opportunities that inform improvement in
patient safety and quality of care (de la Torre-Pérez et al., 2023). Nonetheless, traditional incident
management models—typically typified by peer-to-peer reporting and a retribution culture—are
increasingly failing to meet the challenges of contemporary health care systems. Such traditional
approaches are commonly subverted by various system hurdles, for example, fear of criticism and
retribution, nonuniform or incomplete reporting, lack of interoperability, and insufficient organizational
capacity (Simsekler et al., 2024; Kumari & Singh, 2022).

In a bid to address these, healthcare organizations are increasingly implementing data-driven, tech-
based solutions to optimize incident management efficiency and effectiveness. Bayesian Belief
Networks (BBNs) offer sophisticated analytical capabilities for modeling probabilistic dependencies
among different organizational, human, and technical aspects, which facilitate predicting the occurrence
of incidents as well as their eventual outcomes (Albreiki et al., 2024). These models offer policymakers
and risk managers predictive insights that can guide proactive risk mitigation measures. Furthermore,
the presence of digital incident reporting systems, combined with the establishment of 'just culture'
frameworks, is supporting a transition to transparency, accountability, and psychological safety. These
systems motivate frontline workers to report adverse events without fear, eventually decreasing
underreporting and allowing more precise root cause analysis and system-level learning (Kumah et al.,
2024; Kumari & Singh, 2022).

This review critically evaluates contemporary incident management frameworks—such as Root Cause

Analysis, Failure Modes and Effects Analysis, and the Swiss Cheese Model—and investigates how the
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integration of technological tools (e.g., BBNs, digital reporting systems) and cultural transformations
(e.g., just culture) can strategically advance incident response, mitigate barriers, and cultivate a

proactive, learning-oriented safety culture in healthcare.
Methods and Data

This review utilizes a narrative-integrated synthesis aggregating available literature on strategic incident
management in healthcare, with an emphasis on frameworks, implementation strategies, cultural
dynamics, and system-level findings. Systematic search of databases like PubMed, Scopus, Web of

Science, and Google Scholar was performed using keywords like "incident management," "patient

safety,” "root cause analysis," "failure mode and effects analysis," "just culture," and "Bayesian Belief
Networks." This search was restricted to English-language articles between 2013 and 2024 to harvest
recent developments. In addition, the review included a wide variety of study types, such as research
articles, cross-sectional studies, case studies, data analysis studies, review articles, qualitative studies,

and peer-reviewed publications.

Research covering classification, frameworks, tools, challenges, and innovation in incident management
in international healthcare environments were included. Qualitative and quantitative studies, systematic
reviews, and consensus from expert views were considered, while articles non-healthcare-related were
excluded if relevant learning was not transferable. Appraised literature was critically evaluated for

relevance and rigor.
Observations

Classification of Healthcare Incidents

Healthcare incidents can be defined as unplanned or unexpected events that disrupt standard
operations, compromise patient safety, or pose a risk to public health. These incidents are broadly
categorized into clinical and non-clinical types, with further classifications based on the severity and

outcome of the event (Clark-Ginsberg et al., 2023).
Clinical Incidents

Clinical incidents involve events or circumstances occurring during healthcare delivery that could have
or did result in unintended harm, loss, or damage to a patient (ESGENA Conference, 2013). Common
examples include medication errors, surgical complications, and diagnostic delays. The clinical

incidences can be further categorised into three distinct events:

Wohllebe & Ross Publishing, Germany— The Open Access Publisher.

More information and current publishing opportunities atwr-publishing.org


https://doi.org/10.51137/wrp.ijdht.2025.sdrs.45814
https://www.wr-publishing.org/

International Journal of Digital Health and Telemedicine (ISSN: 2944-5582)
an Open Access journal by Wohllebe & Ross Publishing, Germany.

Volume: 01 Issue: 01 Year: 2025
https://doi.org/10.51137/wrp.ijdht.2025.sdrs.45814

Adverse Events

An adverse event is defined as an incident in which medical care results in an undesirable clinical
outcome—unrelated to the patient’s underlying condition—that may prolong hospitalization, cause

permanent harm, require life-saving intervention, or lead to death (Office of Inspector General, 2022).
Near Misses

A near miss is an error or unsafe situation that is caught before causing harm, often due to timely

intervention, system safeguards, or chance (Agency for Healthcare Research and Quality, n.d.).
Sentinel Events

These are unexpected events involving death or serious physical or psychological injury. Due to their

severity, sentinel events demand immediate investigation and response (Clark-Ginsberg et al., 2023).
Non-Clinical Incidents

Non-clinical incidents refer to unintended or unexpected events not directly related to clinical care but
which may impact staff, visitors, organizational infrastructure, or support systems. Examples include
near misses such as IT system failures, security breaches, and supply chain disruptions (MSI
Reproductive Choices UK, 2024, p. 31).

This multi-tiered classification allows healthcare organizations to systematically identify, assess, and

respond to incidents, thereby strengthening patient safety and operational resilience.

Adverse events

Clinical incidents Sentinel events

Classification of ‘
Healthcare

Near misses
incidents ‘

Non-Clinical

= - Near misses
incidents

Figure 1: Classification of healthcare incidents
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Components of Effective Incident Management Systems
Incident Reporting Systems

Strong systems record both near misses and adverse events. While simple but manual, paper-based
systems are underreporting-susceptible, electronic platforms enhance visibility, accessibility, and data
aggregation (Boysen, 2013). Principles of just culture support reporting without punishment, which is

essential for early risk detection.
Investigation and Analysis Tools

RCA and FMEA facilitate detailed analysis of accidents, uncovering latent failure and priorities for risk.
The Swiss Cheese Model places such findings into context, promoting layered defense over single fault
(Boysen, 2013).

Feedback Loops and Learning Systems

Improvement on an ongoing basis depends on closing the feedback loops through after-action reviews
and debriefings. High-reliability organizations make it a practice to institutionalize these in order to

translate accidents into learning experiences (Clark-Ginsberg et al., 2023; Boysen, 2013).
Staff Training and Accountability

Simulation training and crew resource management increase readiness. Accountability structures within
just cultures differentiate between mistakes, risk-taking behaviors, and dangerous acts, allowing for just

responses and enhancing safety culture (Boysen, 2013).
Early Reporting and Response

Early reporting of incidents allows for situational awareness and quick decision-making. Standardized
systems such as the Incident Command System enable coordination and mobilization of resources

across healthcare facilities (Clark-Ginsberg et al., 2023).
Theoretical Models and Strategic Frameworks and its Implications
Swiss Cheese Model (James Reason)

The Swiss Cheese Model propose risk as multiple layers of defenses (slices of cheese) with
weaknesses as holes. Accidents happen when holes coincide, letting hazards pass through all
defenses. Used extensively in healthcare, it prompts organizations to look at vulnerabilities and add
layered safeguards. While it reduces complexity and focuses on human failure, it still stands firm when

supported by models such as Fault Tree Analysis (Shabani et al., 2023).
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The Swiss Cheese Model (SCM) bears major consequences for incident management in multiple
industries, as noted in the extensive review by Shabani et al. (2023). The strength of the model is its
capacity for visualizing multiple defense layers, pointing out that accidents take place when latent
conditions and active failures coincide over these layers. This approach urges organizations to become
proactive in their initiatives by scouting for and repairing vulnerabilities within systems, thus providing
higher safety and avoiding harm. For example, in the healthcare sector, the SCM has played a critical
role in enhancing safety measures and minimizing human errors (Shabani et al., 2023). Moreover,
establishing a robust safety culture, communication, and leadership endorsement is imperative for the
successful application of the SCM since organizational aspects have a key role in managing risks
(Shabani et al., 2023). Future development, including the integration of human factors and emerging

technologies, might further improve the model's use and performance in changing settings.
Root Cause Analysis (RCA)

RCA systematically examines events to determine root causes, emphasizing system failure rather than
blaming individuals (Jones & Despotou, n.d.). Methods such as the "5 Whys" and Cause-and-Effect
Diagrams uncover chains of causation, facilitating corrective action. Despite common application,
obstacles include variability in methods, clinician disengagement, and fixed blame cultures. RCA has
shown promise to decrease errors, such as a 44% reduction in U.S. hospitals' adverse drug events

reported, although cost-effectiveness evidence is limited (Jones & Despotou, n.d.).

Root Cause Analysis has crucial strategic implications for incident management in contemporary
healthcare through the provision of a system-based and structured method of determining the root
causes of adverse events. Instead of blaming people, RCA allows for team-based investigation focusing
on latent conditions and system failure, thus promoting learning and ongoing improvement culture. In
digital health systems, RCA is particularly applicable to understand human and technical causes of
incidents—such as miscommunications or errors in software that come with Electronic Health Records
(EHRSs) (Jones & Despotou, 2016)

Failure Mode and Effects Analysis (FMEA)

FMEA effectively detects and ranks potential failure modes proactively through assessing severity,
frequency, and detectability. Translated to healthcare as Healthcare FMEA (HFMEA), it combines hazard
and root cause analysis to proactively deal with risks. For instance, redesigning medication dispensing
processes in Sri Lanka minimized errors attributed to overcrowding (El-Awady, 2023). Regulatory
agencies require FMEA for accreditation, although implementation is slower in healthcare than in

aviation owing to system complexity.
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Failure Mode and Effects Analysis is vital to incident management as it allows healthcare organizations
to anticipate, evaluate, and mitigate potential failures in clinical processes prior to causing harm. By
qualitatively assessing risks according to severity, frequency, and detectability, FMEA facilitates
prioritization of vulnerabilities and informes focused improvement. It allows for a culture of safety and
learning by concentrating on system-based problems instead of fault and is flexible in different
healthcare environments. Many regulatory agencies such as the Joint Commission also recommend its

utilization, enhancing its value in patient safety and compliance (El-Awady, 2023).
Human Factors and Systems Thinking

These models target how the interactions between individuals, processes, and technology are
responsible for mistakes. Systems thinking accepts latent weaknesses in the organization (e.g.,
incorrect workflow, improper training) as underlying causes. Methods such as FMEA and RCA use these

findings to develop safer and more robust healthcare processes (El-Awady, 2023).

The meaning of Human Factors and Systems Thinking in managing incidents is based on understanding
the complexity and dynamic nature of health care systems, wherein errors tend to be an issue of system
design defects rather than a matter of individual negligence. This thinking focusses on designing
processes that are sensitive to human limitations and interactions in the overall system to improve safety
and reliability. By employing systems thinking, health care can incorporate proactive measures utilized
across other high-risk sectors to learn about interdependencies better, minimize errors, and improve
patient outcomes. Integration by this means enhances the creation of resilient systems capable of
adjusting to environmental factors and human actions, which ultimately creates a safer care environment
(El-Awady, 2023, p. 24)

Just Culture and Safety Il

A Just Culture is balanced accountability and learning that differentiates between careless acts and
unintentional mistakes. It encourages openness and psychological safety and encourages open
reporting and ongoing improvement. Adopting principles from high-reliability industries, such as
TeamSTEPPS, which are Just Culture frameworks, strengthens teamwork and awareness, ultimately

enhancing patient safety (Boysen, 2013).

The Just Culture concept has far-reaching implications for healthcare incident management since it
promotes a culture of balanced accountability and ongoing learning. Instead of blaming people for
mistakes, Just Culture focuses on differentiating between human error, at-risk behavior, and willful
misconduct. This helps to allow healthcare professionals to report mistakes and near misses without
fear so that organizations can collect vital information to improve systems. It fosters collective

accountability in which both the organization and individuals are accountable for safe practice. By
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highlighting system design and human behavior, Just Culture promotes patient safety, promotes staff
morale, and encourages proactive safety culture that learns and changes continuously through

collaboration and learning (Boysen, 2013).

Challenges and Barriers

Resource Limitations

Resource constraints, such as insufficient staffing, infrastructural shortages, and deficits in digital
resources, continue to be a major obstacle to effective incident management system implementation in
healthcare. In KwaZulu-Natal's specialist care units, healthcare workers reported that chronic
understaffing, restricted training, and a lack of ease-of-use reporting systems undermined their capacity
to adhere to patient safety protocols (Gqgaleni & Mkhize, 2024) These resource limitations not only lower

reporting rates but also erode safety culture and perceived value of reporting processes.
Underreporting and Fear of Blame

Incident underreporting in healthcare environments is mostly blamed on a blame culture and fear of
professional consequences. Research has demonstrated that healthcare professionals, particularly
residents and junior professionals, do not report incidents with seniors because they’re afraid of
punishment and their reports aren’t kept private. (Anderson et al.,, 2024). Additionally, the lack of
feedback after reported incidents lowers the perceived value of reporting, hence decreasing compliance
(Jadalah et al., 2024). Such continued fear-based silence hinders organizational learning and

emphasizes the necessity of a fair culture that is both accountable and non-punitive.
Cultural Resistance

Cultural resistance is a deep barrier to the implementation of incident reporting systems within
healthcare organizations. Even with awareness of guidelines on patient safety, professionals are more
likely to show passive resistance caused by beliefs that no change results from reporting or fear of blame
(Gqaleni & Mkhize, 2024). Organizational inertia and hierarchical dynamics reinforce disengagement
too. This kind of culture, where people stop getting involved, hurts team learning and shows a bigger

problem in the system—safety rules are known but not always followed.
Fragmented Data and Poor Interoperability

Inefficient, fragmented data systems and low interoperability greatly constrain the capacity of incident
management systems to provide insights or facilitate timely responses. A review of decision-making in
critical incidents underscored that organizational factors, such as poor data interoperability and absence

of standardized procedures, prevent synchronized action and system-wide learning (May et al., 2023).
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When data systems don’t work well together, it takes longer to study incidents and harder to see

patterns, making it difficult to prevent and manage risks effectively.
Potential Solutions to Overcome Barriers and challenges

Incident reporting is an integral element of successful incident management systems (IMS) in health
care. However, there are still many obstacles—fear of criticism, ignorance, time pressures, and system
design flaws—hinder maximum reporting. To counter these, strategic measures need to be introduced

that strengthen system performance, foster a culture of safety, and energize staff participation.
Developing a Just and Supportive Culture

Fear of punishment, blame, and professional consequences discourages staff from reporting incidents
(Oweidat et al., 2023; Mourd et al., 2020). Moving away from a blame-focused system toward a 'just

culture' encourages learning from mistakes without placing fault on individuals.

e Encourage open communication and psychological safety.

¢ Implement a blame-free approach to mistakes and near-misses.

e Demonstrate leadership modeling transparency and accountability (Turyahabwe et al.,
2020).

Increasing System Usability and Accessibility

Bulky and time-consuming reporting systems are a common discouragement (Martowirono et al., 2010;

Mourd et al., 2020). Streamlining these systems is essential:

e Simplify procedures and forms.
e Provide multiple channels for reporting (e.g., electronic forms, hotlines, email).

e Provide optional anonymous reporting to reduce fear (Martowirono et al., 2010).
Giving Prompt Feedback and Closing the Loop

Lack of visible results from reporting efforts causes disengagement among staff. Good feedback

mechanisms build trust and engagement:

e Provide individualized, timely feedback on submitted reports.
e Document success stories and systemic changes due to reports (Mourd et al., 2020).

e Incorporate reporting results in team huddles or quality meetings (Turyahabwe et al., 2020).
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Enhancing Education and Ongoing Training

Most healthcare workers are unaware of what incidents to report or how to report them (Mourd et al.,
2020; Oweidat et al., 2023). The following training plan is vital:

e Embed incident reporting in clinical orientation and training programs.
e Periodically inform staff about system updates, definitions of reportable events, and
examples of cases.

e Encourage continuous safety education campaigns.
Designating Specialized Incident Management Teams

Avulnerable reporting system weakens reporting effectiveness (Turyahabwe et al., 2020). Organizations
should:

e Constitute incident management committees with interdisciplinary membership.
e Define responsibilities for reviewing reports, taking corrective action, and identifying trends.

e Set clear guidelines and timeframes for resolving incidents.
Encouraging Reporting by Incentives and Rewards

Incentive programs have been found to raise the frequency of reporting (Mourd et al., 2020). Successful
strategies include:

e Recognition initiatives (e.g., "Safety Star" awards).
e Incorporating reporting performance in employee assessments.

¢ Honoring gains attributed to reported incidents.
Results and Discussion

The development of incident management within healthcare reflects an imperative shift from old-
fashioned, reactive strategies based on individual blame to system-based models with an emphasis on
organizational responsibility, ongoing learning, and proactive risk management (Kohn et al., 2000;
Boysen, 2013; Jadalah & Alaydialbare, 2024). The Swiss Cheese Model, Root Cause Analysis (RCA),
and Failure Mode and Effects Analysis (FMEA) all provide a better understanding of systemic
weaknesses by categorizing latent conditions and active failures that cause undesired outcomes
(Shabani et al., 2023; Jones & Despotou, 2016; ElI-Awady, 2023). These models assist in reframing error
reporting as a means to improve defense mechanisms in dynamic healthcare settings, rather than as a

reprimand.
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In addition, combining human factors and systems thinking allows healthcare organizations to examine
the dynamic interactions of people, processes, and technology, recognizing that most errors arise from
design flaws in the system rather than anomalous individual mistakes (Clark-Ginsberg et al., 2023;
Albreiki et al., 2024). Bayesian Belief Networks (BBNs) build on this paradigm by providing predictive
function, enabling decision-makers to test possible failure points and proactively allocate resources to
counteract risk (Albreiki et al., 2024).

Creating a just culture—one that differentiates human error from negligence—establishes a framework
where healthcare workers feel psychologically secure in reporting incidents, building trust, transparency,

and open communication (Boysen, 2013; Kumah et al., 2024).

Even with these theoretical and practical gains, several barriers hinder the functionality of incident
management systems. Cultural resistance, especially within hierarchical healthcare organizations,
frequently results in underreporting and disengagement (Ggaleni & Mkhize, 2024;). Fear of retaliation,
absence of feedback loops, and doubts regarding the effectiveness of reporting continue to be prevalent
(Anderson et al., 2024;). Added to these are infrastructural factors such as limited staffing, inadequate
training, and disjointed digital systems which are not interoperable (SCQA.cat, 2024; Kumari & Singh,
2022; Carlfjord et al., 2018).

To address these persistent obstacles, healthcare institutions must implement strategic solutions that
strengthen both the cultural and structural foundations of incident management. Cultivating a just and
supportive culture is critical (Boysen, 2013; Carson-Stevens & Donaldson, 2017). This involves
replacing punitive approaches with psychologically safe environments where healthcare workers can

report errors without fear of blame or retribution.

Streamlining the reporting process is also vital—complex, time-intensive systems must be replaced with
intuitive, digital, and multifaceted reporting tools, including the option for anonymous submissions
(D'souza et al., 2024; MSI Reproductive Choices UK, 2024). Furthermore, the effectiveness of reporting
systems hinges on feedback mechanisms. Providing timely and actionable feedback, and visibly linking
reports to safety improvements, helps reinforce the value of reporting and encourages ongoing
participation (Carlfjord et al., 2018; Kumah et al., 2024).

Education and continuous training programs are equally necessary to ensure that staff understand what,
when, and how to report (Kumari & Singh, 2022;). Many healthcare professionals lack basic awareness
of incident classifications or the mechanics of the reporting systems, highlighting a need for foundational
learning integrated into onboarding and regular in-service training (Mourd et al., 2020; Turyahabwe et
al., 2020).
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Organizationally, the formation of dedicated incident management teams strengthens governance.
These teams can provide oversight, analyze trends, and ensure prompt resolution of safety issues
(Clark-Ginsberg et al., 2023). Finally, recognition and incentives—non-financial or performance-based—
can help reinforce a positive culture around safety and learning (Kumabh et al., 2024; May et al., 2023).
By linking strategic, educational, procedural, and cultural reforms, these solutions realign incident

management as a proactive organizational competency rather than a passive compliance requirement.

As much as the study brings together a broad set of international studies, providing useful insights into
strategic frameworks and difficulties of implementation, it is still constrained by its use of secondary data
sources that might fail to reflect contextual subtleties or unfolding frontline realities. Further, the narrative
synthesis method, while useful in aggregating the range of viewpoints, is not as precise or generalizable
as quantitative meta-analyses. There is a need for future studies to include longitudinal and primary data
collection in assessing the actual effectiveness of merged incident management models, particularly in
resource-limited environments. However, this review confirms that good incident management is not an
autonomous function but is an organizational core competency that needs to be aligned across

leadership, culture, policy, and digital infrastructure to improve patient safety outcomes sustainably
Conclusion

Incident management in healthcare is a strategic imperative rather than a reactive necessity. The
integration of layered risk frameworks, human factors, predictive analytics, and just culture redefines
patient safety as a dynamic, system-wide endeavor. Overcoming persistent barriers requires
coordinated reforms that blend technical solutions with cultural transformation. Strategic solutions—
such as simplifying reporting systems, promoting psychological safety, enhancing feedback
mechanisms, and investing in continuous education—are essential to strengthening the functionality
and trustworthiness of incident management systems. Ultimately, redefining safety is an ongoing
process where incident management serves as both a compass and catalyst for transparency,

adaptability, and excellence in care delivery.
Key Takeaways for Practitioners:

e Adopt a Just Culture: Replace punitive measures with a blame-free environment that
encourages open reporting and learning from errors. Leadership should model transparency
and accountability to build trust.

e Leverage Technology: Implement user-friendly digital reporting tools and predictive
analytics (e.g., BBNs) to streamline incident tracking, identify patterns, and enable proactive

risk mitigation.
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e Strengthen Feedback Loops: Ensure timely, actionable feedback to staff on reported
incidents and visibly link reporting to safety improvements to sustain engagement.
e Invest in Training: Integrate incident reporting education into onboarding and ongoing

training programs to clarify protocols and empower staff to recognize and report risks.
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